W AF
L1 & ~ A6

EITIRRH (5188 sRA1HES - 070206e100

TBRREZEENE R 1 EERGETEN SRS

ST -

(AR

SHEEY:

SRR ¢
LR ¢

BSTEERA
HIEAR -
HATIREN -

W7 B R R A A (B L
BOETE(2/4) g/ 284F)
Optimization of the long-term
wildlife monitoring system and
data integration (2/4)

1112881-7.2.6-%-¢l

B 1104£1H1H & 113%12H31H
B 1114£181H # 111412H31H

SR
FES - W ATRE
B RRPHIAE

ST
1112480


https://www.coa.gov.tw

—  $THERPOGHE ¢

AR S B R ERIAAVE RSN - AstE B IEARIIRESE © R -
GREHYE B RIHEN4E - IR HEMERENEE AR IRMRETTBETREENS
% o 015FR 2 S EA 1 E RIHEDIEES - 558201955 4A7E 101 frag B B R4 3601 Fr
&R GRS ~ DU 820205 BRIG ST AR AL TS(EFHARARRS - BH2015F#E2 5 - RHENGEDHIEER,
FRBURROSE L PR A S IR T ¢ /KRE ~ 58 ~ BPLUE ~ SMedE ~ S ERIR DA
¥~ BrREERERE BT BaE B R R b - BB RE - 5T
SIS - R ape RS Y HIRAVER 2 e 5 SR E - AR —
FHHSSEEE SR - SEE 28 E SR VM - (ReE R AR KRE ~ BRI - 5
¥~ BRRRRAR AR BT > SEEES MR EFEAREATAY RSN ¢ eS|
FHERRE LT AR SR R S PRI A, -

TaiBIFER 5B H B E R AR EE & /B DURE i 5% - Ba &R ~ /i
BRIEJT=0 DB EET ~ Bthesv ~ BRRHMIECELIRE - HEMEENEUE - EERE At
T o WSE ARG M RSB L o TaiBIFEIRIREL | VUGEE IR S R R BB - R4 B A
AR BBy - AEEEEEREIRECE ~ EFThRE  BrlEERat R - B Rt
B2 - EELHREE - STENSEEHEAMIIES - SRR E R AR - DRI R4
HEREE - G EARSTFEARBEN RS CETELRN  AEEIRSER2021411 5 LLATHY
EERDEELIIE A £ 247 -

4

BITHRR ISR -

Long-term monitoring 1s necessary for the management of wildlife resources. This
project aimed to establish a long-term monitoring camera network in Taiwan, Lanyu
and Green 1sland and establish an information system of the camera trap data to
provide supporting information for conservation administration and hunting
regulations. The Forest District Offices of the Forest Bureau has established
gradually 191 monitoring sites 1n Taiwan since 2015. This project has also
established 60 camera traps in protected areas since 2019 and 75 camera traps
targeting at black bears since 2020. Since 2015, the long-term monitoring network
showed that the relative abundance of ferret badger and leopard cat were
descending over time. The abundances of Formosan sambar, muntjac deer, Formosan
serow, yellow-throated marten, Siberian weasel, Taiwanese macaque and Formosan
hare are ascending. Other species, including pangolins, were stable. The sympatry
between wildlife and dogs or cats 1s common. All the locations where leopard cat
were detected also had free-ranging dogs. Pangolin was the only species whose
monthly abundance was negatively and significantly correlated with cats and dogs.
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This year, the TaiBIF team has optimized the user interface and developed new
functions for the Taiwan Camera Trap Information System, including data editing,
interface operation, user-defined hot keys, csv file output, folder date setting,
auto-tagging for test shots, upload history, and visualization of the interface.
The TaiBIF team also conducted four training courses and provided a manual of
operation. For the Web system, the TaiBIF team has optimized the permission
setting, supervision function, data screening and statistics, data visualization
and mapping, upload history, project metadata, etc. The TaiBIF team also adjusted

the structure of data bank to improve the calculation efficiency. The Webl§z§tp@
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has passed the information security testing. Data from before November 2021 has
been uploaded to the information system.
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About this report

Report parameters

Contexts
No contexts were selected, so all contexts were included by default.
Sites
The following sites were included:
= https://camera-trap.tw
(If no sites were selected, all sites were included by default.)

An included site must also be within one of the included contexts for its
data to be included in the report.

Risk levels

Included: High, Medium, Low, Informational
Excluded: None

Confidence levels

Included: User Confirmed, High, Medium, Low

Excluded: User Confirmed, High, Medium, Low, False Positive

Summaries

Alert counts by risk and confidence

This table shows the number of alerts for each level of risk and confidence
included in the report.
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(The percentages in brackets represent the count as a percentage of the total
number of alerts included in the report, rounded to one decimal place.)

User
Confirmed High Medium Low Total
High 0 0 0 0 0
(0.0%) (0.0%) (0.0%) (0.0%) (0.0%)
Medium 0 2 0 0 2
(0.0%) (15.4%) (0.0%) (0.0%) (15.4%)
Low 0 2 5 1 8
(0.0%) (15.4%) (3B.5%) (7.7%) (61.5%)
Information 0 0 1 2 3
al (0.0%) (0.0%) (7.7%) (15.4%) (23.1%)
Total 0 4 6 3 13
(0.0%) (30.8%) (46.2%) (23.1%) (100%)

Alert counts by site and risk

This table shows, for each site for which one or more alerts were raised, the
number of alerts raised at each risk level.

Alerts with a confidence level of "False Positive" have been excluded from
these counts.

(The numbers in brackets are the number of alerts raised for the site at or
above that risk level.)

Informatio

Medium nal

High (>= Medi- Low (>= Infor-

(= High) um) (>= Low) mational)
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Informatio

Medium nal

High (>= Medi- Low (>= Infor-

(= High) um) (>= Low) mational)

https://camera-tra 0 2 8 3

' p.tw (0) (2) (10) (13)

Alert counts by alert type

This table shows the number of alerts of each alert type, together with the
alert type's risk level.

(The percentages in brackets represent each count as a percentage, rounded
to one decimal place, of the total number of alerts included in this report.)

CSP: Wildcard Directive Medium 11

(84.6%)

CSP: style-src unsafe-inline Medium 11
(84.6%)

Cookie No HttpOnly Flag Low 2
(15.4%)

Cookie Without Secure Flag Low 2
(15.4%)

Cross-Domain JavaScript Source File Low 32
Inclusion (246.2%)
Private IP Disclosure Low 1
(7.7%)

Total 13
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Server Leaks Version Information via Low 43

"Server" HTTP Response Header Field (330.8%)
Strict-Transport-Security Header Not Set Low 43
(330.8%)

Timestamp Disclosure - Unix Low 1
(7.7%)

X-Content-Type-Options Header Missing. Low 31
(238.5%)

Information Disclosure - Suspicious Informational 16
Comments (123.1%)
Maodern Web Application Informational 10
(76.9%)

Re-examine Cache-control Directives Informational 8
(61.5%)

Total 13

Alerts

Risk=Medium, Confidence=High (2)

https://camera-trap.tw (2)

CSP: Wildcard Directive (1)

> GET https://camera-trap.tw
CSP: style-src unsafe-inline (1)

> GET https://camera-trap.tw
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A

Risk=Low, Confidence=High (2)

https://camera-trap.tw (2)

Server Leaks Version Information via "Server" HTTP
Response Header Field (1)

> GET https://camera-trap.tw

Strict-Transport-Security Header Not Set (1)

> GET https://camera-trap.tw

Risk=Low, Confidence=Medium (5)

https://camera-trap.tw (5)
Cookie No HttpOnly Flag (1)
> GET https://camera-trap.tw/project/overview

Cookie Without Secure Flag (1)

> GET https://camera-trap.tw/project/overview

Cross-Domain JavaScript Source File Inclusion (1)

> GET https://camera-trap.tw
Private IP Disclosure (1)

P GET https://camera-trap.tw/static/fontawesome-free-
6.2.1/js/brands.min.js

X-Content-Type-Options Header Missing (1)

» GET https://camera-trap.tw/static/icon/logo%40leaf.png
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Risk=Low, Confidence=Low (1)

https://camera-trap.tw (1)
Timestamp Disclosure - Unix (1)

> GET https://camera-trap.tw/asset/js/search.min.js

Risk=Informational, Confidence=Medium (1)

https://camera-trap.tw (1)
Modern Web Application (1)

» GET https://camera-trap.tw

Risk=1Informational, Confidence=Low (2)

https://camera-trap.tw (2)

Information Disclosure - Suspicious Comments (1)

> GET https://camera-trap.tw/static/fontawesome-free-
6.2.1/js/fontawesome.min. js

Re-examine Cache-control Directives (1)

» GET https://camera-trap.tw

Appendix

Alert types
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This section contains additional information on the types of alerts in the

report.

CSP: Wildcard Directive

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (CSP)
693

15

s http://www.w3.0org/TR/CSP2/

s http://www.w3.org/TR/CSP/

| |
http://caniuse.com/#search=content+security
+policy

= htitp://content-security-policy.com/

= https://github.com/shapesecurity/salvation

| |
https://developers.google.com/web/fundament
als/security/csp#policy applies to a wide var
iety of resources

CSP: style-src unsafe-inline

Source

4]

CWE ID

WASC ID

Reference

raised by a passive scanner (CSP)
93

15

= http://www.w3,0rg/TR/CSP2/

» http://www.w3.0org/TR/CSP/
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http://caniuse.com/#search=content+security
+policy

= http://content-security-policy.com/

= htips://github.com/shapesecurity/salvation

|
https://developers.google.com/web/fundament
als/security/csp#policy_applies_to a wide var
iety of resources

Cookie No HttpOnly Flag

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (Cookie No
HttpOnly Flag)

1004
13

= https://owasp.org/www-
community/HttpOnly

Cookie Without Secure Flag

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (Cookie Without
Secure Flag)

614
13

= https://owasp.org/www-project-web-
security-testing-guide/v41/4-
Web_Apnlicati S ity_Testina/06-
Session _Management Testing/02-
Testing_for Cookies Attributes.html
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Cross-Domain JavaScript Source File Inclusion

CWE 1D

WASC ID

raised by a passive scanner (Cross-Domain
JavaScript Source File Inclusion)

29

15

Private IP Disclosure

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (Private IP
Disclosure)

200

13

» https://tools.ietf.org/html/rfc1918

Server Leaks Version Information via "Server” HTTP Response

Header Field

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (HTTP Server
Response Header)

200

13

bttp://httpd.apache.org/docs/current/mod/cor

e.html#servertokens

= http://msdn.microsoft.com/en-

us/library/ff648552 aspx#ht_urlscan_007

n
http://blogs.msdn.com/b/varunm/archive/201
3/04/23/remove-unwanted-http-response-
headers.aspx
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= http://www.troyhunt.com/2012/02/shhh-
dont-let-your-response-headers.html

Strict-Transport-Security Header Not Set

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (Strict-Transport-
Security Header)

319

15

https://cheatsheetseries.owasp.org/cheatsheet

/HITP_Strict T S ity_Cheat SI
t.html

m https://owasp.org/www-

community/Security Headers

|}
http://en.wikipedia.org/wiki/HTTP Strict Trans
port Security

= http://caniuse.com/stricttransportsecurity

m http://tools.ietf.org/html/rfc6797

Timestamp Disclosure - Unix

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (Timestamp
Disclosure)
200

13

http://projects.webappsec.org/w/page/132469
36/Information%20Leakage
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X-Content-Type-Options Header Missing

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (X-Content-Type-
Options Header Missing)

93

15

»  http://msdn.microsoft.com/en-

us/library/ie/gg622941%28v=vs.85%29.aspx

= https://owasp.org/www-
community/Security Headers

Information Disclosure - Suspicious Comments

Source

CWE ID

WASC ID

raised by a passive scanner (Information

Discl T )

200

13

Modern Web Application

Source

raised by a passive scanner (Modern Web

Application)

Re-examine Cache-control Directives

Source

CWE ID

WASC ID

Reference

raised by a passive scanner (Re-examine
Cache-control Directives)

25

13

bttps://cheatsheetseries.owasp.org/cheatsheet
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s/Session _Management Cheat Sheet.html#we
b-content-caching

s https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/Cache-Control

s hitps://grayduck. mn/2021/09/13/cache-

control-recommendations/
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